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DECI SI ON ON APPEAL

This is a decision on appeal under 35 U.S.C. § 134 from
the final rejection of clains 1 through 6, 8 through 20 and 23
through 31, all of the clains pending in the present
application. Cdains 7, 21 and 22 have been cancel ed.

The invention is directed to a method and apparatus for
generating cryptographic keys wwth a conceal ed work factor.

The system provides a high apparent work factor to nmaintain a
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hi gh | evel of security against attackers. At the sane tineg,
wi th knowl edge of a secret distribution key, a governnent
agency is presented with a | ower work factor.

| ndependent claim1l is reproduced as foll ows:

1. A method for providing a cryptographic key for
cryptographi cal ly processing information, said nethod

conprising the steps of:

(a) generating a first key according to a key generat or
schene;

(b) reducing a key space of said first key in accordance
with a key space reduction function; and

(c) distributing said reduced key space over a |larger key
space in accordance wth a one-way key space distribution
function to provide said cryptographi c key; wherein:

sai d cryptographic key has an associated first work
factor S for a person w thout know edge of said key space
di stribution function; and

sai d cryptographic key has an associ ated second wor k
factor W< S for a person with know edge of said key space
di stribution function.

The Exam ner relies on the follow ng references:

El ander et al. (El ander) 5,323, 464 June 21,
1994

Applied Cryptography, Bruce Schneier, CIP of 1993 and
copyright of 1994.

Cainms 1 through 6, 8 through 20 and 23 through 31 stand
rejected under 35 U. S.C. 8§ 103 as unpatentabl e over El ander.
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Clainms 26 through 31 stand rejected under 35 U.S.C. 8§ 103
as being unpatentabl e over El ander in view of Schneier.

Rat her than repeat the argunents of Appellant or
Exam ner, we make reference to the Briefs and Answer for the
details thereon.?

OPI NI ON

W will not sustain the rejection of clains 1 through 6,
8 through 20 and 23 through 31 under 35 U. S.C. § 103.

In rejecting clains under 35 U . S.C. 8§ 103, the Exam ner
bears the initial burden of establishing a prima facie case of
obvi ousness. In re Cetiker, 977 F.2d 1443, 1445, 24 USPQ
1443, 1444 (Fed. Cir. 1992). See also In re Piasecki, 745
F.2d 1468, 1472, 223 USPQ 785, 788 (Fed. Cir. 1984). The
Exam ner can satisfy this burden by showi ng that sone
obj ective teaching in the prior art or know edge generally
avai |l able to one of ordinary skill in the art suggests the

cl ai med subject matter. In re Fine, 837 F.2d 1071, 1074, 5

‘Appellant filed an Appeal Brief on June 11, 1999. Appellant
filed a Reply Brief on October 26, 1999. The Exam ner mail ed
an O fice comruni cati on on Decenber 30, 1999 stating that the
Reply Brief has been entered and consi dered.
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USPQ2d 1596, 1598 (Fed. Cir. 1988). Only if this initial
burden is nmet does the burden of comng forward with evidence
or argunent shift to the Appellants. CQetiker, 977 F.2d at
1445, 24 USPQ at 1444. See al so Piasecki, 745 F.2d at 1472,
223 USPQ at 788 ("After a prinma facie case of obviousness has
been established, the burden of going forward shifts to the
applicant.").

Appel I ant points out in the Brief and the Reply Bri ef
that Appellant's independent clains 1 and 14 both require
"distributing said reduced key space over a | arger key space
i n accordance with a one-way key space distribution function."
Appel I ant argues that this is not disclosed or suggested by
the prior art. Appellant further argues that there is no
notivation to nodify Elander’'s teaching by replacing or
augnenting the use of DEA encryption with a one way function
to provide the encrypted weakened key (KWEAK) because KWEAK is
not communi cated over a weak channel. See page 3 of
Appel lant's Reply Brief.

W note that Appellant's claim1l recites:

di stributing said reduced key space over a |arger
key space in accordance with a one-way key space
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di stribution function to provide said cryptographic
key; wherein: said cryptographic key has an
associated first work factor S for a person w thout
know edge of said key space distribution function;
and sai d cryptographic key has an associ ated second
work factor W< S for a person with know edge of
sai d key space distribution function.

Al so, we note that the only other independent claim claim 14,
is in the apparatus format which recites substantially the
same limtations.

Upon our review of Elander, we fail to find that El ander

teaches the above limtations. 1In colum 9, line 39, through
colum 10, line 45, Elander discloses that Figure 3 is a bl ock
diagramillustration of two cryptographic systens, A and B

that comuni cates CDM keys via a strong key distribution
channel 50 and communi cate CDM nasked data via a weakened
privacy channel 60. Fromthe careful reading of Elander, we
find that El ander's system provides a separate weak (CDVM and
a strong (DEA) keys and does not teach a single apparently
strong key that is weak for the governnent's use only.

Al t hough the Elander's final CDM key is weak, the CDM key K
transmtted in Figure 3 is the strong key. W note that
Appellant is claimng protecting the weak key with a one-way

function, whereas El ander only protects the strong key with a
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one-way function. Therefore, we fail to find that El ander
t eaches or suggest Appellant's clained nethod recited in
Appellant's claim1 or a key distributor recited in
Appellant's claim 14, lines 8 through 17. Furthernore, upon
our review of Schneier, we fail to find that Schnei er closes
t he gap.

The Federal Circuit states that "[t]he nere fact that the
prior art may be nodified in the nmanner suggested by the
Exam ner does not nmmke the nodification obvious unless the
prior art suggested the desirability of the nodification.” In
re Fritch, 972 F.2d 1260, 1266 n. 14, 23 USPQR2d 1780, 1783-84
n.14 (Fed. Cr. 1992), citing In re Gordon, 733 F.2d 900, 902,
221 USPQ 1125, 1127 (Fed. Gr. 1984). It is further
established that "[s]uch a suggestion nay conme fromthe nature
of the problemto be solved, leading inventors to look to
references relating to possible solutions to that problem”
Pro-Mbld & Tool Co. v. Great Lakes Plastics, Inc., 75 F.3d
1568, 1573, 37 USPQ2d 1626, 1630 (Fed. G r. 1996), citing In
re Rinehart, 531 F.2d 1048, 1054, 189 USPQ 143, 149 CCPA 1976)

(considering the problemto be solved in a determ nation of
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obvi ousness). The Federal Circuit reasons in Para-O dnance
Mg. Inc. v. SGS Inporters Int’l Inc., 73 F.3d 1085, 1088-89,

37 USPQ2d 1237, 1239-40 (Fed. Gr. 1995), that for the

determ nati on of obvi ousness, the court nust answer whether
one of ordinary skill in the art who sets out to solvethe
probl em and who had before himin his workshop the prior art,
woul d have been reasonably expected to use the solution that
is clained by the Appellants. However, "[o0]bviousness nay not
be established using hindsight or in view of the teachings or
suggestions of the invention.”™ Para-Odinance Mg. v. SGS

I mporters Int’l, 73 F.3d at 1087, 37, USPQ@d at 1239, citing
WL. Gore & Assocs., Inc. v. Garlock, Inc. 721 F.2d at 1551,
1553, 220 USPQ at 311, 312-13. In addition, our review ng
court requires the PTO to nmake specific findings on a

suggestion to conbine prior art references. 1In re Denbiczak,

175 F. 3d 994, 1000-01,
50 USPQ2d 1614, 1617-19 (Fed. Cr. 1999).
In view of the foregoing, we have not sustained the

rejection of claim1 through 6, 8 through 20 and 23 through 31
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under 35 U. S.C. 8 103. Accordingly, the Exam ner's decision

isS reversed.

MRF/ LBG

REVERSED

M CHAEL R. FLEM NG
Adm ni strative Patent Judge

PARSHOTAM S. LALL
Adm ni strative Patent Judge

HOMRD B. BLANKENSHI P
Adm ni strative Patent Judge
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